o~
W CERTILIA

Certilia Middleware

Upute za Linux instalaciju
V1.3



’
\CERTILIA

Certilia Middleware upute za Linux instalaciju

lzdanje Datum Opis izmjene
1.0 29.07.2021. | Inicijalna verzija dokumenta.
1.1 24.09.2021. Dodani opisi i nove slike
1.2 03.05.2022. | Dodane promjene
1.3 24.11.2025. Dodatne distribucije, aZzurirane upute za PKCS#11 modul
1 IS EAIACTTA cvveeeeireie ettt ettt eee e ee e e ee e e e e e aa e e eeaa e e eetaeeeenaraaeenaaaeeeteeeeetraeeeanraeeeeteeeennnes 3
1.1 Debian, Mint, UDUNTU ..c..co.ciuiiiiieieieieenteeteeteetentee ettt st ettt sa et s sb et st ee 3
1.1.1 Instalacija kroz grafiCko SUCEIIE.......ccuvieeieeieceeeee ettt et ete e e ere e e era e s e e eraeeas 3
1.1.2 Instalacija kroz naredbeni redak............ooeuvieeeciiee e e e rae e 5
1.2 ATCH LINUX. ettt e e st ste et ettt s e s b e s b e bt et e s e saaesaeesbe e bt embesmteeaeeese e beeaseeaseensesneesmeenns 6
2 A ZUTI AN ettiee et e ettt e eeete e e e tte e e e tteeeeettee e e tbaeeeessaeeeassaaeasssaeaaasssseaasssaaaasssssaessaassassasaaanssaseesssaesnssaaanns 7
2.1 DEDIAN, MINt, UDUNTU ..coeiiiiiiiiiiiiiiieiiieietiieeeteteeeteteeeteteteteeetetetetesete s et et et e tet et et e tetstesetet et etesetesetesesesesesereserens 7
2.1.1 AULOMAESKA PIOVJEIa.....eeviieeeiiieeeeeeee ettt eeetee e ee e e eeetteeeeebeeeeebeeeeessseseeeasaeeensseeeeensseseenseens 7
2.1.2 RUCNIA PIOVJEIA.ceeiieeiieecirieee e eeecirteee e e eeeerteeeeeeeeeabaeeeeeeeeesasaaaeeeeeessnssasaeeeseeesnssssaeeeeesnnssraeaeens 7
2.2 ATCR LINUX. ittt ettt ettt ettt et s bt e bttt e b e s b e e bt e me s st et et e sesaenbesseeneeneeneen 7
3 UK BN ANJE ..t eteeeieeetee ettt ettt e et e vt e e te e e te e e aeesbaeesbeesssaeesbeesssaeessaesssaeassaesssaasseesssaensseessseensaeenssannes 8
3.1 DEDIAN, MINT, UDUNTU ...ooiviiiiiiiiiiiiieiiiieeteeeeeeeteee ettt eeeteeeteeeeeee e ee et e tee et et et e s s sesasa s e s e sasesesaessesssessrarsserees 8
3.1.1 Uklanjanje Kroz grafiCko SUCEIJE......c.uviii ettt e e tte e e re e e e aae e e saaeeenes 8
3.1.2 Uklanjanje kroz naredbeni redak............eeceiiieeeiiee ettt ettt e 8
3.2 ATCH LINUX 1ttt ettt ettt et s st e bt e bt e bt et e e abesatesbt e bt e bt eateeatesat e bt e bt eabeeabeeabesatenaas 8
4 PKCS#11 modul - prijava karticom Na €-USIUGE.......c...ueiieurieieeeeeeeee et e eeens 9
41 Ubuntu - Snap Chromium ili SNAP FIFEFOX .......viiieirieieeiieeceteee ettt ceeree e eerreeeeeareeeeeaaaeeenanneeens 9
41.1 SNAP CRIOMIUM ..ttt et e e e e eeareeeeeaaeeeeetaeeeensseeeenssseeeessseeeensseeeensnnesensnneeenn 10
4.1.2 NP FIrEFOX cueeiiiiieeiieiiee ettt et e eeeetae e e e e e eeessbaaaeeeeeeessssaseeeeeesesssssraseeeeseensssranseeenns 10
4.2 Sve ostale distribucije - nativni preglednici (D2 SNAPa) ......cvevieeveerieeeeierecetecrecreeeeee et 12
4.2.1 CRPOMIE ..ttt ettt et st st e s bt et e bt e b e e a e e e seeebe e b e e bt embesmeesmeenseenseenseans 12
4.2.2 BT OX ettt ettt ettt et ettt b e b et et st e she e bt e bt ebeeatens 12

www.certilia.com




e
\CERTILIA

Certilia Middleware upute za Linux instalaciju

1 Instalacija

Certilia Middleware je sluzbeno dostupan za Debian i distribucije temeljenje na njemu te za Arch Linux.

Podrzani su Debian 12 i noviji, Ubuntu 22.04, 24.04 i noviji.

‘ I\ Za prijavu u e-usluge karticom u web pregledniku, potrebno je ispravno postaviti PKCS#11 modul.
&
Postupak je opisan u poglavlju PKCS#11 modul.

1.1 Debian, Mint, Ubuntu

'I\ Opisani postupak vrijedi za novu instalaciju Certilia Middlewarea na racunalu. Instalacija ¢e dodati
£\ novi APT repozitorij (repo.certilia.com) kroz kojeg sustav kasnije moZe aZurirati Middleware zajedno

s ostalim aplikacijama.

1.1.1 Instalacija kroz graficko sucelje

Prezumite DEB instalacijski paket na Certilia webu.
Na popisu preuzimanja kliknite na datoteku. Ako vas sustav pita u kojoj aplikaciji Zelite otvoriti datoteku,

odaberite Software Install, Ubuntu Software ili App Center (ovisno o distribuciji i verziji).

Cancel Open With... m

Choose an application to open the file “certiliamiddleware_3.9.8-1_amd64.deb”.

[_, | Software Install

| : | Archive Manager

U prozoru koji ée se otvoriti kliknite gumb Install.

{ certiliamiddleware e (de = (@

Certilia Middleware

Enables the use of AKD smart cards on Debian-based distributions. Provides Client application for management, Signer service
and PKCS#11 library.

certiliamiddleware m

Installs Certilia APT repository for easier updates.
Requires PC/SC-compliant smart card reader.

Show Less
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Sustav vas moZe pitati za lozinku vaseg korisnickog racuna. Unesite ju za nastavak instalacije.

Authentication Required

Authenticationis required to install untrusted
software

O

£

user

bPassword ®

Cancel Authenticate

Nakon zavrsetka instalacije, gumb za instalaciju promijenit ¢e se u gumb za uklanjanje. Ovo je naznaka da je
instalacija uspjesna.

( certiliamiddleware anual:local (deb) 2 o

certiliamiddleware B

Certilia Middleware

Enables the use of AKD smart cards on Debian-based distributions. Provides Client application for management, Signer service
and PKCS#11 library.

www.certilia.com
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1.1.2 Instalacija kroz naredbeni redak

Instalaciju kroz naredbeni redak izvrsite koristenjem apt naredbe kojoj predajete putanju do preuzete DEB
datoteke:
sudo apt install ~/Downloads/certiliamiddleware_3.9.4-1_amd64.deb

Nemojte koristiti starije metode poput koristenja dpkg naredbe, jer one nece instalirati dependencyje
Middleware paketa i trazit ¢e ru¢nu intervenciju.

Slika prikazuje primjer uspjesne instalacije kroz naredbeni redak.

[+l user@ubuntu2204: ~

;S sudo apt install ~/Downloads/certiliamiddleware_3.9.4-1_amd64.deb

[sudo] password for user:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Note, selecting 'certiliamiddleware' instead of '/home/fuser/Downloads/certiliamiddleware_3.9.4-1_amd64.deb’
The following NEW packages will be installed:

certiliamiddleware
® upgraded, 1 newly installed, ® to remove and 288 not upgraded.
Need to get ©® B/20,5 MB of archives.
After this operation, 69,9 MB of additional disk space will be used.
Get:1 /home/user/Downloads/certiliamiddleware_3.9.4-1 amd64.deb certiliamiddleware amd64 3.9.4-1 [20,5 MB]
Selecting previously unselected package certiliamiddleware.
(Reading database ... 202220 files and directories currently installed.)
Preparing to unpack .../certiliamiddleware 3.9.4-1 amd64.deb ...
Unpacking certiliamiddleware (3.9.4-1)
Setting up certiliamiddleware (3.9.4-1)
Adding akd/AKDCARoot.crt to /etc/ca-certificates.conf
Adding akd/CERTILIA.crt to /etc/ca-certificates.conf
Adding akd/HRIDCA.crt to /etc/ca-certificates.conf
Adding akd/HRIDCA2025.crt to /etc/ca-certificates.conf
Adding akd/KIDCA.crt to fetc/ca-certificates.conf
Adding akd/TESTAKDCARoot.crt to /fetc/ca-certificates.conf
Adding akd/TESTCERTILIA.crt to fetc/ca-certificates.conf
Adding akd/TESTHRIDCA.crt to /etc/ca-certificates.conf
Adding akd/TESTHRIDCA2025.crt to /etc/ca-certificates.conf
Adding akd/TESTKIDCA.crt to /etc/ca-certificates.conf
Updating truststore
Updating certificates in /etc/ssl/certs...
0 added, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...
done.

| Certilia Middleware installed successfully.
| Please restart your computer or start Certilia Signer manually.

Processing triggers for gnome-menus (3.36.0-1ubuntu3)
Processing triggers for mailcap (3.70+nmulubuntul)
Processing triggers for desktop-file-utils (©.26-1ubuntu3) ...
Download is performed unsandboxed as root as file '/home/user/Downloads/certiliamiddleware_3.9.4-1_amd64.
deb' couldn't be accessed by user '_apt'. - pkgAcquire::Run (13: Permission denied)

N |
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1.2 Arch Linux

Paket certiliamiddleware je objavljen na AUR-u. MoZete ga instalirati kao i svaki drugi AUR paket.

Detalje paketa moZete pogledati ovdje: https://aur.archlinux.org/packages/certiliamiddleware

Nakon instalacije osigurajte da je servis pcscd omoguéen i da se pokrece automatski:

sudo systemctl enable --now pcscd.service

I
& Bez pcscd servisa Certilia Middleware ne moZe dohvatiti karticu niti ju koristiti na bilo koji nacin!

www.certilia.com
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2 AZuriranje

2.1 Debian, Mint, Ubuntu

2.1.1 Automatska provjera

Ove distribucije periodicki provjeravaju i obavjestavaju korisnika o dostupnim aZuriranjima.

Ako postoji novija verzija, Certilia Middleware bit ¢e naveden na popisu dostupnih aZuriranja.

Software Updater = =

(i | Updated software is available for this computer. Do you want to
<%’ install it now?

~ Details of updates

Install or remove Download
¥ other updates 104,0 MB
Files 632 kB
@® settings 1,8 MB

> B @ software Updater 876 kB
> System components 79,8 MB

Ubuntu Pro security updates (enable in Settings...) 9,5 MB

Technical description
Package: certiliamiddleware

Enables the use of AKD smart cards on Debian-based distributions. Provides Client
application for management, Signer service and PKCS#11 library.

B 21,8 MBwill be downloaded.

Settings... Remind Me Later Install Now

2.1.2 Rucna provjera

Pokrenite Software Updater (Ubuntu) ili Software (Debian), ovisno o distribuciji i verziji.
Rucnu provjeru i azuriranje samo Middlewarea mozZete obaviti i kroz naredbeni redak:

sudo apt update && sudo apt install --only-upgrade certiliamiddleware

2.2 Arch Linux

Pokrenite nadogradnju AUR paketa. Ako postoji novija verzija, Certilia Middleware bit ¢e naveden na popisu

dostupnih aZuriranja.

www.certilia.com
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3 Uklanjanje

3.1 Debian, Mint, Ubuntu

3.1.1  Uklanjanje kroz graficko sucelje

\ Postoji mogucnost da Certilia Middleware nece biti prikazan u grafickom sucelju. U tom slucaju pratite

i ® upute za uklanjanje kroz naredbeni redak.

Otvorite Software (Debian) ili Ubuntu Software (Ubuntu 22.04), ovisno o distribuciji i verziji. Na popisu
instaliranih paketa pronadite Certilia Middleware i kliknite ikonu za uklanjanje.

{ certiliamiddleware = u]

BT >
{)’l certiliamiddleware

Certilia Middleware

Enables the use of AKD smart cards on Debian-based distributions. Provides Client application for management, Signer service
and PKCS#11 library.

3.1.2 Uklanjanje kroz naredbeni redak

Ako koristite Ubuntu 24.04 ili noviji, uklanjanje je moguce samo kroz naredbeni redak. Otvorite Terminal i
pokrenite naredbu:

sudo apt remove certiliamiddleware

3.2 Arch Linux

Paket certiliamiddleware moZe se ukloniti kao i svaki drugi instalirani paket:
sudo pacman -R certiliamiddleware
Uklanjanje Certilia Middlewarea i svih dependencyja (ako se ne koriste):

sudo pacman -Rs certiliamiddleware

www.certilia.com
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4 PKCS#11 modul - prijava karticom na e-usluge

Za prijavu karticom na e-usluge u web pregledniku potrebno je ispravno postaviti PKCS#11 modul. Postupak ovisi

o distribuciji i web pregledniku.

Ako vasa distribucija instalira OpenSC i p11-kit i Firefox ucitava p11-kit-proxy.so ili onepin-opensc-

l pkcs11.so (npr. Fedora), mogué je usporen rad ili smrzavanje Firefoxa. Privremeno rjesenje problema
4 L ]
o je ukloniti navedene PKCS#11 module iz Firefoxa. Radimo na rjeSavanju ovog problema.

I Ako niste sigurni koristite li Snap verziju preglednika a koristite Ubuntu, moZete pratiti upute u
& poglavlju za Snap jer je to zadana instalacija web preglednika.

24.11.2025.: Starije verzije uputa za Firefox na Linuxu koristile su putanju /usr/lib/akd/... do PKCS#11

l biblioteke. Ako i dalje koristite tu putanju, aZurirajte ju prema ovim uputama jer ¢e ona u buducnosti
e \
[ ===

prestati raditi!

4.1 Ubuntu - Snap Chromium ili Snap Firefox

Ubuntu dolazi s instaliranom Snap verzijom Firefoxa. Instalacija Chromium pregledanika kroz Software/App

Center takoder instalira Snap verziju.

Potrebno je instalirati sva dostupna azuriranja preglednika, najmanje na verzije iz studenog 2025. Na starijim
verzijama AKD ne moZe jamciti da ¢e kartice raditi u Snapu. Takoder je potrebno koristiti Ubuntu koji jos uvijek

prima azuriranja - verzije 22.04, 24.04 ili noviji.

Instalacija Middlewarea pokusat ¢e povezati preglednik sa pcscd-om. Ako prilikom instalacije vidite poruku:
“Failed to connect Firefox to pcscd.Update Firefox, then run this command: sudo snap connect firefox:pcscd”,
potrebno je azurirati preglednik. Najstariji preglednik na kojem je AKD potvrdio funkcionalnost je Firefox 145.
Nakon azZuriranja pokrenite naredbu sudo snap connect chromium:pcscd ili sudo snap connect

firefox:pcscd (ovisno o pregledniku).

Izvorne upute moZete pronadi ovdje: https://ubuntu.com/tutorials/enable-smart-cards-in-snapped-browsers.

Instalacija Certlia Middlewarea uvijek ¢e kopirati i azurirati PKCS#11 biblioteku na putanji

/var/snap/BROWSER/common/libCertiliaPkcs11.so, pa to ne trebate raditi rucno.

www.certilia.com
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4.1.1 Snap Chromium

\ Uocene su poteskoce s koristenjem kartice u Snap Chromiumu. U sluc¢aju problema koristite Firefox ili

3\
Y instalirajte nativni Google Chrome.

[}

Instalirajte modutil:
sudo apt install libnss3-tools
Ako do sad niste koristili modutil, napravite novu bazu:
mkdir -p SHOME/.pki/nssdb && certutil -d SHOME/.pki/nssdb -N
Ucitajte Certilia PKCS#11:
modutil -dbdir sql:.pki/nssdb/ -add "Certilia" -libfile
/var/snap/chromium/common/1libCertiliaPkcs11.so

Ponovno pokrenite Chromium i pokusajte se prijaviti karticom. U slu¢aju problema, aZurirajte OS i ponovno

pokrenite racunalo.

4.1.2 Snap Firefox

Otvorite Firefox. Otvorite Security devices u postavkama: Settings — Privacy & Security = Security = Security

devices.

(B | @ Settings x 4+ 2 S @ &

d « & @ Firefox about:preferences#privacy bked @ signin gy =
Find in Settings ‘
@ General Block dangerous downloads
Warn you about unwanted and uncommon software
(@) Home
Q search Certificates
Configure the certificates that Firefox uses for authentication. Learn more

& Privacy & Security

View Certificates... >
Q Sync
Security Devices... N >
£ Firefox Labs )
23 More from Mozilla HTTPS-Only Mode
Only allows secure connections to websites. Firefox will ask before connecting insecurely.
Learn more

) Enable HTTPS-Only Mode in all windows
¢ Extensions & Themes o .
Enable HTTPS-Only Mode in private windows only

@ Firefox support @® Don't enable HTTPS-Only Mode
Firefox may still upgrade some connections Learn more

U prozoru koji se otvori kliknite Load s desne strane. U novom prozoru za Module Name unesite Certilia.

www.certilia.com
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Za Module filename nemojte koristiti opciju Browse, nego zalijepite ovu putanju:

/var/snap/firefox/common/1ibCertiliaPkcs11l.so

Load PKCS#11 Device Driver - | X

Enter the information for the module you want to add.

Module Name [n:ertilia| ]

Module filename ‘ fvar/snap/Ffirefox/cor | | Browse... ]

| cancel || ok |

Kliknite OK. Ako je na racunalo spojen cita¢ i umetnuta kartica, oni ¢e se odmah pokazati na popisu i spremni su

za koristenje. U slucaju problema aZurirajte OS i ponovno pokrenite racunalo.

Device Manager

Security Modules and Dev... Details | value
~ NSS Internal PKCS #11 Mo... Module Certilia
Generic Crypto Services Path /var/snap/firefox/common/libCertiliaPkes11....

Software Security Devic...
HID Global OMNIKEY 54...
HID Global OMNIKEY 54...
HID Global OMNIKEY 54...
HID Global OMNIKEY 54...

www.certilia.com
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4.2 Sve ostale distribucije - nativni preglednici (bez Snapa)
U svim drugim sluc¢ajevima, ako ste na Ubuntu instalirali nativnu verziju preglednika ili koristite drugu distribuciju,

pratite ove upute.

42.1 Chrome

Instalirajte modutil.
Debian/Mint/Ubuntu:

sudo apt install libnss3-tools
Arch Linux::

sudo pacman -S nss

Ako do sad niste koristili modutil, napravite novu bazu:
mkdir -p SHOME/.pki/nssdb && certutil -d SHOME/.pki/nssdb -N
Ucitajte Certilia PKCS#11:
modutil -dbdir sql:.pki/nssdb/ -add "Certilia" -libfile
Jopt/certiliamiddleware/pkcs11/1libCertiliaPkcs11.so

Ponovno pokrenite Chromium i pokusajte se prijaviti karticom. U slu¢aju problema, azZurirajte OS i ponovno

pokrenite racunalo.

4.2.2 Firefox
Otvorite Firefox. Otvorite Security devices u postavkama: Settings — Privacy & Security = Security —= Security
devices.

) | %2 Settings x o+ v B o &

d « C @ Firefox about:preferences#privacy w @ signin g =
Find in Settings \

@3 General Block dangerous downloads

@ Homie Warn you about unwanted and uncommon software

O\ Search S:;;g:f::ﬁ: certificates that Firefox uses for authentication. Learn more

e} e View Certificates... >

Q Sync Security Devices... N >

8@ Firefox Labs ‘

[ More from Mozilla HTTPS-Only Mode

Only allows secure connections to websites. Firefox will ask before connecting insecurely.
Learn more

Enable HTTPS-Only Mode in all windows
29 Extensions & Themes o .
Enable HTTPS-Only Mode in private windows only

@ Firefox support @® Don't enable HTTPS-Only Mode

Firefox may still upgrade some connections Learn more

www.certilia.com
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24.11.2025.: Starije verzije uputa za Firefox na Linuxu koristile su putanju /usr/lib/akd/... do PKCS#11

l biblioteke. Ako i dalje koristite tu putanju, aZurirajte ju prema ovim uputama jer ¢e ona u buducnosti
&
prestati raditi!

U prozoru koji se otvori kliknite Load s desne strane. U novom prozoru za Module Name unesite Certilia.
Za Module filename zalijepite ovu putanju ili koristite Browse:

Jopt/certiliamiddleware/pkcs11/1libCertiliaPkcsi11.so

Load PKCS#11 Device Driver - o x

Enter the information for the module you want to add.
Module Name [ Certilia ]
Module filename | fopt/certiliamiddlew || Browse... |
| cancel || ok |

Kliknite OK. Ako je na rac¢unalo spojen ¢itac i umetnuta kartica, oni ¢e se odmah pokazati na popisu i spremni su

za koristenje. U slucaju problema azurirajte OS i ponovno pokrenite racunalo.

www.certilia.com
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AGENCIJA ZA KOMERCIJALNU DJELATNOST D.O.O.

helpdesk@certilia.com
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