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1 Instalacija

Certilia Middleware instalacijski paket sadrzi u sebi komponente potrebne za koristenje Vase kartice.

Instalaciju je moguce izvrsiti koriste¢i Ubuntu Software ili komandnim linijama koristeci terminal.

'\ Kako bi se moglo raditi sa karticom u Mozilla Firefox Internet pregledniku i omogucila
funkcionalnost digitalnog potpisivanja dokumenata, potrebno je ucitati PKCS#11 modul u
navedeni preglednik. Postupak ucitavanja PKCS#11 modula opisan je u Firefox korisnickim

uputama.

1.1 Tipic¢na instalacija

Tipicna instalacija vrsi se preko Ubuntu Software aplikacije i pokrece se dvoklikom na .deb instalacijski paket,

a podrazumijeva instalaciju na predefiniranu odredi$nu mapu (/usr/lib/akd/eidmiddleware).

Postupak tipi¢ne instalacije opisan je preko sljededih koraka:

- Korak 1. Oznaciti i pokrenuti preuzeti elD Middleware instalacijski paket (slika 1.)

Downloads

fHome Downloads

© Recent Name Size Type Modified «
@ Home certiliamiddleware v3.6.0_amd64.deb 12,0MB Archive 10:28

[ Desktop

[@ Documents

Music

Pictures

i o on

Videos

Trash

meE

shared folder -

Network

]

Computer

o @

Connect to Server

Slika 1. Pokretanje Certilia Middleware instalacijskog paketa
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- Korak 2. Kliknuti na gumb ,Install” (slika 2.)

Ubuntu Software

certiliamiddleware

certiliamiddleware
Certilia Middleware basic user package.

Install

Enables the use of AKD smart cards on Debian platform in standard user scenarios. That includes PIN
management, certificate management and smart card data management. Provides PKCS#11 interface For use
in smart card logon, qualified signature, e-mail and document encryption, decryption, and secure VPN
connection. Provides Signer service that allows signing electronic documents qualified electronic signature
for all persons who possess a valid electronic ID card with signature certificate. Requires PC/SC compliant and
enabled smart card reader.

Website
Details
3.6.0
Unknown
43,5 MB

Slika 2. Certilia Middleware instalacijski paket

- Korak 3. Zavrsetkom instalacije prikazati ¢e se gumb ,,Remove” (slika 3.)

Ubuntu Software

certiliamiddiev

certiliamiddleware
Certilia Middleware basic user package.

Remove

Enables the use of AKD smart cards on Debian platform in standard user scenarios. That includes PIN
management, certificate management and smart card data management. Provides PKCS#11 interface for use
in smart card logon, qualified signature, e-mail and document encryption, decryption, and secure VPN
connection. Provides Signer service that allows signing electronic documents qualified electronic signature
for all persons who possess a valid electronic ID card with signature certificate. Requires PC/SC compliantand
enabled smart card reader.

Website
Details
3.6.0
Unknown
43,5MB

Slika 3. Zavrsen proces instalacije
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Ovisno o postavkama Vaseg operativnog sustava, tokom instalacije je moguce da Vam isko¢i prozor

za autentikaciju Vaseg korisnickog racuna. Bez unosa navedene lozinke nece biti moguce nastaviti

instalaciju.

1.2 Instalacija preko Terminala

U slucaju da je potrebno instalirati Certilia Middleware paket koriste¢i Terminal, postupak je sljedeci:

- Korak 1. U Terminalu otvoriti direktorij u kojem se nalazi Certilia Middleware instalacijski paket (slika 4.)

[~ certilia@ubuntu16-mw: ~/Downloads

certilia@ubuntul6-mw:~5 cd Downloads
certilia@ubuntul6-mw:~/Do 1s§ 1s

certilia@ubuntul6-mw:~/

Slika 4. Direktorij sa Certilia Middleware instalacijskim paketom
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- Korak 2. Pokrenuti instalaciju naredbom: sudo dpkg —i certiliamiddleware_v3.6.0_amd64.deb (slika 5.)

oy

certilia@ubuntu16-mw: ~/Downloads
certilia@ubuntulb-mw:~/ oads$ sudo dpkg -i certiliamiddleware v3.6.0 amd64.deb

[sudo] password for certilia:

Selecting previously unselected package certiliamiddleware.

(Reading database ... 229320 files and directories currently installed.)
Preparing to unpack certiliamiddleware v3.6.8 amd64.deb ...

Unpacking certiliamiddleware (3.6.8) ...

Setting up certiliamiddleware (3.6.0)

Processing triggers for gnome-menus (3.13.3-6ubuntu3.1) ...

Processing triggers for desktop-file-utils (©.22-1ubuntu5.2) ...
Processing triggers for bamfdaemon (8.5.3-bzr0+16.04.20180269-0ubuntul)
Rebuilding /Jusr/share/applications/bamf-2.index...

Processing triggers for mime-support (3.59ubuntul) ...
certilia@ubuntulé-mw: nadsS

Slika 5. Pokretanje i zavrsetak instalacije

Ovisno o postavkama Vaseg operativnog sustava, tokom instalacije je moguce da ¢ete morati unijeti

lozinku za autentikaciju Vaseg korisnickog racuna. Bez unosa navedene lozinke neée biti moguce

omm

nastaviti instalaciju.
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2 Uklanjanje instalacije

Instalaciju Certilia Middleware paketa mogucde je ukloniti koriste¢i Ubuntu Software ili Terminal.

2.1 Uklanjanje instalacije koriste¢i Ubuntu Software

Postupak uklanjanja instalacije koriste¢i Ubuntu Software opisan je preko sljedeceg koraka:

- Korak 1. Otvoriti Ubuntu Software i na listi instaliranih programa, potvrditi uklanjanje Certilia Middleware

aplikacije klikom na gumb ,,Remove” (slika 6.)

Ubuntu Software

installed Updates

certiliamiddleware Enables the use of AKD smart cards on Debian platform in
standard user scenarios. That includes PIN management,

certificate management and smart card data managemen... Remove
Slika 6. Potvrda uklanjanja instalacije
I\ Postoji moguénost da vam Certilia Middleware instalacija nece biti prikazana u Ubuntu Software, u
Lo\ tom slucaju potrebno je izvrsiti deinstalaciju koristeci Terminal (opisano u iduéem poglavlju).
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2.2 Uklanjanje instalacije koriste¢i Terminal

- Korak 2. Otvoriti Terminal i upisati naredbu: sudo apt remove certiliamiddleware (slika 7.)

@ = @ certilia@ubuntu16-mw: ~

certilia@ubuntulé-mw:~$ sudo apt remove certiliamiddleware
[sudo] password for certilia:
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages will be REMOVED:
certiliamiddleware
® upgraded, @ newly installed, 1 to remove and @ not upgraded.
After this operation, 43,5 MB disk space will be freed.
Do you want to continue? [Y/n]
(Reading database ... 229365 files and directories currently installed.)

Removing certiliamiddleware (3.6.0)

Processing triggers for gnome-menus (3.13.3-6ubuntu3.1)

Processing triggers for desktop-file-utils (©.22-1ubuntu5.2) ...
Processing triggers for bamfdaemon (0.5.3~bzr0+16.04.20180209-0ubuntul)
Rebuilding fusr/share/applications/bamf-2.1index...

Processing triggers for mime-support (3.59ubuntui)
certilia@ubuntuié-mw:~$ |

Slika 7. UspjeSno uklonjena instalacija elD Middleware
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3 Konfiguracija PKCS11 modula

U ovom poglavlju opisano je kako omoguciti PKCS#11 modul na Linux operativnim sustavima u Google Chrome

pregledniku. Uspjesna konfiguracija PKCS#11 modula omogucuje koristenje Certilia certifikata.

Prvo je potrebno instalirati libnss3-tools, ovisno o distribuciji koju posjedujete.

- Debian-bazirane GNU/Linux distribucije

user@machine:~$ sudo apt-get install libnss3-tools

- RPM-bazirane GNU/Linux distribucije

user@machine:~$ sudo yum install nss-tools

- Fedora (od verzije 18)

user@machine:~S sudo dnf install nss-tools

Po zavrsetku instalacije NSS alata, upisite sljedece naredbe:

user@machine:~S cd SHOME

user@machine:~S modutil -dbdir sql:.pki/nssdb/ -add "Certilia Middleware
Jusr/lib64/pkcs11/libcoolkeypk11.so -mechanisms FRIENDLY
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AGENCIJA ZA KOMERCIJALNU DJELATNOST D.O.O.

helpdesk@certilia.com
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