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1 Osnovne informacije
Za prijavu karticom na e-usluge u Firefox web pregledniku potrebno je ispravno postaviti PKCS#11 modul koji
dolazi sa Certilia Middleware paketom.
U odredisSnom direktoriju instalacije nalazi se i PKCS#11 biblioteka u poddirektoriju pkcs11. Nju je potrebno

ucitati u Mozilla Firefox preglednik. U nastavku slijede koraci uc¢itavanja PKCS#11 modula.
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2 Linux

Ove upute primjenjive su na Windows i macOS operacijskim sustavima. Upute za razne Linux distribucije i

verzije Firefoxa moZete pronadi u uputama za Linux instalaciju dostupnim na Certilia webu.

N 24.11.2025.: Starije verzije ovih uputa su za Linux koristile putanju /usr/lib/akd/... do PKCS#11

A\
.Y
\

® biblioteke. Ako i dalje koristite tu putanju, aZurirajte ju prema uputama za Linux instalaciju jer ¢e ona

u buducénosti prestati raditi!
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3 Ucitavanje PKCS#11 modula
Ucitavanje PKCS#11 biblioteke u Firefox podrazumijeva ucitavanje PKCS#11 biblioteke kao sigurnosnog
modula koji ¢ée komunicirati s karticom.

1. Pokrenuti Mozilla Firefox preglednik, te kliknuti na ,,Menu“ (slika 3)

|
|
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Slika 3 Odabir opcije ,Menu“

2. U otvorenom meniju odabrati opciju ,Settings“ (slika 3.1)

@ signin &Y [=

Sync all your devices Sign In
Profiles
New tab Chrl+T
New window Ctrl+N
New private window Ctrl+Shift+P
Bookmarks
History
Downloads Ctrl+shift+y
Passwords
Extensions and themes Ctrl+shift+A
Print... Ctrl+P
Save page as... Ctrl+s
Find in page... Ctrl+F

slate pa
Zoom - 100% +
settings (S
More tools
Report broke e
Help
Quit ctri+Q

Slika 3.1 Odabir izbornika "Settings"

3. Kliknuti na ,Privacy & Security” opciju (slika 3.2)

'I:I' General General

Q Search Startup

Always check if Firefox is your default browser

a Privacy & Security

= Firefox is currently your default browser

s Firefox Account
When Firefox starts
Show your home page
Show a blank page

® Show your windows and tabs from last time

Home page

Use Current Page Use Bookmark... Restore to Default
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Slika 3.2 Odabir "Privacy & Security" opcije

4, Kliknuti na gumb ,Security Devices..." (slika 3.3)

) 3 Settings x + ~ = o
O « C @ Firefox about:preferences#privacy w @ signin &)
Find in Settings ‘
€§3 General Block dangerous downloads
Warn you about unwanted and uncommon software
(@) Home
O\ seaith Certificates
Configure the certificates that Firefox uses for authentication. Learn mere
(5 Privacy & Security , .
View Certificates... >
C) Sync
Security Devices... N >
Firefox Labs
f29l More from Mozilla HTTPS-Only Mode
Only allows secure connections to websites. Firefox will ask before connecting insecurely.
Learn more
Enable HTTPS-Only Mode in all windows
2 Extensions & Themes . X )
Enable HTTPS-Only Mode in private windows only
@ Firefox support @ Don't enable HTTPS-Only Mode
Firefox may still upgrade some connections Learn more

Slika 3.3 Odabir " Security Devices..." opcije

5.  Kliknuti na gumb ,Load“ (slika 3.4)

Device Manager x
Security Modules and Devices Details Value Legin
NS5 Internal PKCS #11 Module Module NSS Internal PKCS #1...
Log Out
Generic Crypto Services Path null

Software Security Device Change Password

New PKC5#11 Madule

“ Builtin Roots Module
Builtin Object Token Unload
Enable FIPS

Slika 3.4 Odabir "Load" opcije
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6. U prozoru ,Load PKCS#11 Device“ upisati ime ,Certilia“, te ucitati PKCS#11 biblioteku i kliknuti na
gumb ,,Ok" (slika 3.5)

Load PKCS#11 Device Driver - 0o X

Enter the information for the module you want to add.
Module Name [ Certilia ]
Module filename | fopt/certiliamiddlew || Browse... |
| cancel || ok |

Slika 3.5 Ucitavanje modula

Windows: C:\Program Files\AKD\Certilia Middleware\pkcs11\CertiliaPkcs11.dll
MacOS: /Applications/CertiliaMiddleware.app/Contents/pkcs11/libCertiliaPkcs11.dylib
Linux: Putanja ovisi o pregledniku i distribuciji. Pronadite u uputama za Linux instalaciju.

i i Putanje do PKCS11 modula razlikuju se ovisno o tipu operativnog sustava:

7. Nakon ucitavanja, modul je vidljiv i prikazuje Citac/Citace koji se nalaze u racunalu sa detaljima za

svaki citac (slika 3.6)

Device Manager x
Security Modules and Devices Details Value Login
wMN5S Internal PKCS #11 Module Status MNet Present Log Out

Generic Crypto Services Description OMMNIKEY CardMan 3...
Software Security Device Manufacturer Unknown Change Password
v Builtin Roots Module HW Version 0.0 Load
Builtin Object Token FW Version 0.0
velD PKCS#11 Module .
OMMIKEY CardMan 3x21 0 Enable FIPS
Virtual Slet 2
Virtual Slet 3
Virtual Slot 4
Virtual Slot 5

Slika 3.6 Modul ucitan
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4 Uklanjanje ucitanog PKCS#11 modula

Ucitan PKCS#11 modul je moguée i ukloniti. Postupak je slican postupku ucitavanja modula.

1. Pokrenuti Mozilla Firefox preglednik, te kliknuti na ,Menu* (slika 4)

wBa $§$ A4 0 9 & -

Slika 4 Odabir opcije ,Menu“

2. U otvorenom meniju odabrati opciju ,Settings* (slika 4.1)

@ signin &Y | =

Sync all your devices Sign In
Profiles >
New tab Ctrl+T
New window Ctrl+N
New private window Ctrl+Shift+P
Bookmarks >
History >
Downloads Ceri+shift+y
Passwords
Extensions and themes ctrl+shift+A
Print... Ctrl+P
Save page as... Ctri+s
Find in page... Ctri+F

T te pa
Zoom - 100% +
Settings (%
More tools >
Report broken site
Help >
Quit ctrl+Q

Slika 4.1 Odabir izbornika "Settings"

3. Kliknuti na ,Privacy & Security" opciju (slika 4.2)

Tt General Genera

Q Search Startup

A

ways check if Firefox is your default browser
a Privacy & Security

=~ Firefox is currently your default browser

s Firefox Account
When Firefox starts
Show your home page
Show a blank page

® Show your windows and tabs from last time

Home page

f tart Page

Use Current Page Use Bookmark... Restore to Default

Slika 4.2 Odabir "Privacy & Security" opcije
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4. Kliknuti na gumb ,Security Devices...“ (slika 4.3)

=] @3 Settings x

O ¢« C @ Firefox

i§3 General

(@) Home

Q_ search

E} Privacy & Security
Q Sync

8@' Firefox Labs

m More from Mozilla

5 Extensions & Themes

(@ Firefox Support

+

about:preferences#privacy w

@ Signin

Find in Settings

Block dangerous downloads
Warn you about unwanted and uncommon software

Certificates
Configure the certificates that Firefox uses for authentication. Learn more

View Certificates...

Security Devices...

HTTPS-Only Mode
oOnly allows secure connections to websites. Firefox will ask before connecting insecurely.
Learn more

) Enable HTTPS-Only Mode in all windows
_) Enable HTTPS-Only Mode in private windows only

@® Don't enable HTTPS-Only Mode
Firefox may still upgrade some connections Learn more

m|

&

Slika 4.3 Odabir " Security Devices..." opcije

5. Pozicionirati se na ucitani modul i odabrati gumb ,Unload", te potvrditi brisanje modula (slika 4.5)

Device Manager

ot

Security Modules and Devices

v M55 Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

Builtin Roots Module

Builtin Object Token

Details Value Login
Medule elD PKCS#11 Module
Path C:\Program Files\AKD...

Log Out

Change Password

Load

v elD PKCS#11 Module

I Unload

OMMIKEY CardMan 3x21 0
Virtual Slet 2
Virtual Slot 3
Virtual Slot 4
Virtual Slot 5

Enable FIPS

Slika 4.5 Brisanje ucitanog modula
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6. Potvrdom brisanja modula, modul se brise i vise nije vidljiv u ,Device Manager" prozoru (slika 4.6)

Device Manager b4
Security Modules and Devices Details Value Log In
M55 Internal PKCS #11 Module
Log Out
Generic Crypto Services
Software Security Device Change Password
v Builtin Roots Module Lead
Builtin Object Teken
Unload
Enable FIPS

Slika 4.6 PKCS#11 modul obrisan
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AGENCIJA ZA KOMERCIJALNU DJELATNOST D.O.O.

helpdesk@certilia.com
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